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A P P E N D I X

SAMPLE OF 24 DATA BREACHES

Company 
Name

Date # Affected Type of data taken

DSW 2005 1,500,000 credit, purchase

ChoicePoint 2006 163,000 PII, SSN, credit, employment

TJX 2006 94,000,000 credit cards credit/debit, returned purchases

Heartland 2008 130,000,000 credit card numbers, expiration dates, some names

SONY 2011 12,000,000 credit cards names, credentials, credit card, purchase history, addresses

RSA Security 2011 up to 40,000,000 two-factor authentication

LinkedIn 2012 167,000,000 credentials

Target 2013 41,000,000 credit, contact info

Neiman Marcus 2013 370,000 names, credit card info, mag stripe

MySpace 2013 427,000,000 email addresses, passwords, usernames

Adobe 2013 38,000,000 names, credentials, encrypted debit/credit info, source code

JPM Chase 2014 76 million households names, addresses, emails, phone (no account)

Home Depot 2014 50,000,000 credit, email 

Ebay 2014 145,000,000 names, addresses, DOB, encrypted passwords

OPM 2015 22,000,000 HR records, security clearance, health insurance, PII

Experian 2015 15,000,000 T-Mobile data (PII, SSN, drivers' license, passport)

Anthem 2015 78,800,000 names, addresses, SSNs, DOB, employment history

Yahoo 2013-2016 3,000,000,000 names, emails, DOB, encrypted passwords, security questions

Adult Friend Finder 2016 412,200,000 IP address, credentials, location, langauge, sex, race, DOB

Uber 2016 57,000,000 + 600,000 drivers names, email addresses, phone numbers, driver's license

Equifax 2017 145,000,000 credit report, DOB, SSN, lines of credit, income??

MyHeritage 2017 92,000,000 email addresses, passwords 

UnderArmour 2018 150,000,000 email addresses, passwords, usernames

Marriott 2014-2018 100,000,000 payment info credit, driver's license, passport, 
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Company 
Name

# of valid  
identity theft 

claims
Cost of data 

breach
Settlement 

Amount

DSW "Some fraudulent charges" $6.5-$9.5 million No data

ChoicePoint 750-800 $17-$22 million $15 million

TJX 0 $256 million $40.9 million

Heartland 11 $139.4 million $102.8 million

SONY "No evidence" $186 million $15 million

RSA Security No data $63 million No settlement

LinkedIn No data $3-$4 million $1.25 million

Target No data $162 million $18.5 million

Neiman Marcus 9200 $1.5 million $1.5 million

MySpace No data No data No settlement

Adobe No data $1.2 million Undisclosed

JPM Chase "No evidence" No data No settlement

Home Depot No data $161 million $19.5 million

Ebay "No evidence" $200 million No settlement

OPM 61 $421 million Not liable

Experian "No evidence" $22 million $22 million

Anthem "No evidence" $260.5 million $115 million

Yahoo No data $467.5 million $117.5 million

Adult Friend Finder No data No data Arbitration

Uber "No evidence" $148 million $148 million

Equifax 0 $1.4 billion Pending

MyHeritage "No evidence" No data Pending

UnderArmour No data No data Arbitration

Marriott No data $28 million (so far) Pending
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A B O U T

C_TEC
The U.S. Chamber of Commerce is the world’s 
largest business federation representing the 
interests of more than three million businesses 
of all sizes, sectors, and regions. Four years ago, 
the U.S. Chamber of Commerce launched the 
Chamber Technology Engagement Center (C_TEC) 
to advance technology’s role in strengthening 
business by leveraging tech innovations that 
drive economic growth in the United States. 
C_TEC promotes policies that foster innovation 
and creativity and sponsors research to inform 
policymakers and the public.

A B O U T

PERC
PERC is a non-profit (501c3), non-partisan research 
and development organization headquartered 
in Durham, NC. Founded in 2002, PERC has 
undertaken projects in over 25 countries on 6 
continents, and has contributed to national policy 
changes in over 10 countries. PERC’s mission 
is to increase financial inclusion through the 
responsible use of information and information 
solutions. Our constituency includes the 45 
million Credit Invisibles in the US and the billions 
worldwide.




